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FAMILY EDUCATIONAL RIGHTS AND 
PRIVACY ACT OF 1974 - FERPA

“A Federal Law designed to protect the 

privacy of education records, to establish the 

right of students to inspect and review their 

education records, and to provide guidelines 

to amend inaccurate and misleading data 

through informal and formal hearings.”
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Enforced by the Family Policy Compliance Office, 

Department of Education, Washington, DC. 



PROTECTION:
THE ESSENCE OF THE ACT

• School officials may not disclose personally 

identifiable information (PII) about students nor 

permit inspection of their education records 

without written permission, unless such action is 

covered by certain exceptions permitted by 

the Act.
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WHAT HAPPENS IF YOU DO NOT COMPLY?

• It’s the LAW!

• The federal government could withhold funds, 

including Title IV financial aid.

• Individual lawsuits.  

• Serious reputational risk.
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KEY TERMS

• Student
• Education Record

• Directory Information

• Personally Identifiable Information (PII)

• School Official

• Legitimate Educational Interest (aka Need-

to-Know) 
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KEY TERM: STUDENT

WHO IS COVERED BY FERPA?

• FERPA rights are granted to all students that are 

18-years and older –OR– who begin attending 

an institution of higher education, regardless of 

their age.

• FERPA rights begin when the student is “in 
attendance” – defined at Grinnell College as 

being officially registered for a course, the term 

has started, and the course has begun.

• FERPA rights continue after the student leaves 

the institution. 
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KEY TERMS

• Student

•Education Record
• Directory Information

• Personally Identifiable Information (PII)

• School Official

• Legitimate Educational Interest (aka Need-

to-Know) 
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KEY TERM: EDUCATION RECORD

• Any record (with certain exceptions) maintained by 
the institution that directly relates to and personally 
identifies the student. 
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Education Records include:

Files and documents in any medium (handwriting, 
print, emails, text messages, audio recordings, disks, 
film, microfiche), maintained in any system (SIS, 
email, electronic student file), which contains 
information directly related to students and from 
which students can be personally identified.



WHAT IS NOT AN EDUCATION RECORD?

• “Sole Possession” notes.
• Law enforcement unit records.

• Employee records.

• Medical and treatment records.

• Alumni records.
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“Sole Possession” notes are: 

Composed by one person as an individual observation or recollection.
• Kept in the possession of the author. 

• Sharing these notes with another person, or placing them in an 
area where they can be viewed by others, makes them 
education records and subject to FERPA.

• Best advice: If you don’t want it reviewed, don’t write it down.



WHAT IS AN EDUCATION RECORD ? 
(SUMMARY)

If you have a record that:

• Is maintained by the institution.
• Directly relates to a student and personally identifies 

them. 
• Is not one of the excluded categories of records…

…then, you have an Education Record and

It is discoverable and subject to FERPA protections.

10



KEY TERMS

• Student

• Education Record

•Directory Information
• Personally Identifiable Information (PII)

• School Official

• Legitimate Educational Interest (aka Need-

to-Know) 
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KEY TERM: DIRECTORY INFORMATION

• Information, defined by the institution, that can be 
released without the student’s written consent.
• If it isn’t defined as directory information, it can only be released with the 

student’s written permission or if it meets the requirements for one of the 
exceptions allowed under FERPA. 
• FYI: Students have the right to suppress the release of directory information.
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Directory Information at Grinnell College includes:

o Name 

o Address (local/campus and home/permanent) 

o E-mail address (institutional and personal) 

o Telephone number (local/campus, home/permanent, and mobile) 

o Major and Concentration fields of study 

o Status (including current enrollment, dates of attendance, full or part time, 

withdrawn) 

o Graduation information (including whether a degree was conferred and/or the 

degree and date it was conferred)  

o Academic awards received (e.g., Dean’s List recognition) 
o Photograph(s) and/or video footage 

o Date and place of birth 

o Participation in officially recognized activities and sports (including the weight 

and height of members of athletic teams)  

o Most recent educational institution attended 



KEY TERMS

• Student

• Education Record

• Directory Information

•Personally Identifiable 

Information (PII)
• School Official

• Legitimate Educational Interest (aka Need-to-

Know) 
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Data or information which includes:

• The name of the student.

• A personal identifier, such as the Student ID # of SSN.

• Information (particularly in combination) which would 
make the student’s identity known with “reasonable 
certainty.” This could include: 
• The name of the student’s parent or other family members.

• The student’s campus or home address.

• The student’s race or religion.
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KEY TERM: PERSONALLY 
IDENTIFIABLE INFORMATION (PII)



KEY TERMS

• Student

• Education Record

• Directory Information

• Personally Identifiable Information (PII)

• School Official
• Legitimate Educational Interest (aka Need-

to-Know) 
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A school official at Grinnell College is:

• Employed by the college in an administrative, 
supervisory, academic, research, or support staff 
position—including law enforcement and health 
staff personnel.

• A member of the Board of Trustees.

• A person or organization/company employed by or 
under contract to the college to perform a specific 
task, such as, an agent, an attorney, an auditor, or 
an outsourced service provider.

• Serving as a student representative on an official 
committee or assisting another school official in 
performing his or her tasks.
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KEY TERM: SCHOOL OFFICIAL



KEY TERMS

• Student

• Education Record

• Directory Information

• Personally Identifiable Information (PII)

• School Official

• Legitimate Educational 

Interest (aka Need-to-Know) 
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What constitutes need-to-know?

• A school official has a legitimate educational interest if the 
official needs to access an education record in order to fulfill 
his or her professional responsibility.

• A school official must be able to demonstrate that accessing 
the student’s education record is in the student’s educational 
interest. 

KEY TERM: LEGITIMATE 
EDUCATIONAL INTEREST



KEY CONCEPTS

• Disclosure: Written permission is required for 
disclosure of student education records.

• Exceptions: FERPA provides many exceptions 
to the required written consent for disclosure.

• Parents: When is it OK to talk to parents? 
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KEY CONCEPTS: DISCLOSURE

What information can be released?

• Directory information.

• Information needed by school officials with a legitimate 
educational interest.

• Information for which the student has given written 
consent to release.
• A completed and signed waiver will grant Grinnell College officials

to release specific elements of the education record to third parties 

for a discrete period of time. This form must be signed in the 

presence of a FERPA compliance officer.

• Information allowed under FERPA’s list of exceptions.
• The safety and security of the student and community. 

• Parents may be notified regarding drug violations and alcohol 

violations of a student under 21 years of age.
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KEY CONCEPTS: EXCEPTIONS

Under FERPA, prior written consent by the student for 

disclosure is not required in the following circumstances:

• Persons in connection with a health or safety emergency, if it is determined that 

there is a rational basis to believe there is a significant threat to the student or 

other persons.

• This includes parents!

• In compliance with a judicial order or a lawfully issued subpoena.

• To certain government agencies.

• An alleged victim of an alleged perpetrator of a crime of violence or a non-

forcible sex offense in connection with a disciplinary proceeding.

• Officials at another institution where the student intends to enroll.

• Persons or organizations conducting studies on behalf of the institution. 
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KEY CONCEPTS: PARENTS

Parents of Grinnell College students do not have 

access to the child’s education record, even if the 

child is a dependent. 

• Parents may obtain directory information.

• Parents may obtain access to specific elements of their child’s 
education record if their student provides a signed 

waiver/consent. 

• Parents may obtain access to specific elements of their child’s 
education record in connection with a health or safety 

emergency.

• Parents may be notified regarding drug violations and alcohol 

violations of a student under 21 years of age.



FERPA INFORMATION SOURCES

Family Policy Compliance Office
U.S. Department of Education

400 Maryland Ave., SW
Washington, D.C. 20202-5920

202-260-3887 (phone)
202-260-9001 (fax)

ferpa@ed.gov
http://www2.ed.gov/policy/gen/guid/fpco/index.htm
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Or

ferpa@aacrao.org
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